Sustainability and Climate Commission
Best practices & guidelines for City of Portland accounts

Why do Sustainability and Climate Commissioners need portlandoregon.gov accounts?
The City is required by Information Security Law to provide Commission members with
portlandoregon.gov accounts and email addresses.

Guidelines and best practices for Commissioners:

1. Use portlandoregon.gov email, rather than personal emails, for all Commission
communication and work. If any Commission business is conducted via personal email, it
must be forwarded to Commission member’s portlandoregon.gov email, to
sccinfo@portlandoregon.gov, or printed and delivered to the Sustainability and Climate
Commission Coordinator for archiving. This includes all sent, received, deleted, and drafted
communications or work.

2. Per public meeting law quorum rules, do not send emails to the entire Sustainability and
Climate Commission or any number of Commissioners that constitute quorum. To
communicate with the Commission via email, send the communication to
sccinfo@portlandoregon.gov to distribute.

3. All emails on portlandoergon.gov accounts are public record and are subject to public
record requests. Public records may include an email or text message if it discusses City
business the record is located on City network or equipment or on personal electronic
devices. Drafts are also public records. Communication subject to public records law
include the following: hand-written, printed, photographed, and every means of recording,
including letter, words, pictures, sounds, symbols, or combination thereof, and all papers,
maps, files, facsimiles, or electronic recordings. Knowingly destroying a public record is
prohibited can be punished criminally.

4. Please forward public inquiries, comments, and requests to City staff at
sccinfo@portlandoregon.gov. Commissioner responses represent the entire Commission
and therefore should not be sent by individual Commissioners unless designated to do so.
All correspondence with the public should represent the Commission as a whole.

5. Portlandoregon.gov emails should be used for Commission communication and work only,
and not for personal, political, commercial or religious purposes. Serving on a Commission
makes you a public official. Public officials may not engage in political activity using City
resources, including City email accounts.
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Directions for Commissioners to establish portlandoregon.gov account:

1. Staff will coordinate a time for you to come into a City building to use a City computer to
launch your account for the first time.

2. Log on to the computer with provided username and temporary password. The system will
prompt you for a new strong password (mix of letters and numbers, case sensitive).

3. Open Microsoft Outlook to set up email access (do not use the Windows “Mail” app, which
may be pinned to the taskbar and looks similar to Outlook).
e Once your password is changed, your email can be accessed from any computer, via
Outlook.office365.com.
e You can install the Outlook app on personal devices.

4. Sign and complete the Public Records Retention Form.
Directions for Commissioners to maintain portlandoregon.gov account:

1. Email passwords must be changed every 90 days before they expire. Your email account does
not prompt you to do so. To change your password, follow the next steps.

2. Log in to your account at Outlook.office365.com. Click on Account manager for... icon (your
photo or initials) in the upper right-hand corner.

4. Click My account, then click CHANGE PASSWORD>.
6. Enter current password in Old password field.

7. Enter a new, strong password in Create new password field, and re-enter new password
in Confirm new password field.

7. Click Submit.

8. If your password expires after 90 days, you need to call the City Helpdesk (503-823-5199)
during regular business hours, and the Sustainability and Climate Coordinator will need to
verify your identity prior to being able to reset your password.
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