NET volunteers use radio :
to communicate across 31
distance Rl

During an emergency, communications is one of the most significant logistic elements that NET volunteers
must be prepared to resolve. Successful communications planning and operations is inseparable from a
successful emergency response. Conversely, poor communications can easily make a disaster response
ineffective, or even worsen the situation.

900.05
Modes of Communication

NETs have a variety of “modes” of communication to select from; anything from using a high powered
amateur radio to reach the City’s Emergency Communication Center (ECC), to using a runner to take a
written message to a team in an adjacent neighborhood. Deciding which mode(s) of communication make
the most sense for a NET to rely on depends on who the team is trying to communicate with and how
distant the objective is.

Generally, communication objectives for NET break into two categories:

B Team support communications (team support comms): communications between Members
of the same team over a short distance (e.g. between the NET Staging Area and volunteers in
the field). Should not require a range exceeding a mile and a half to two miles.

B Inter-team communications: longer-distance communications between the NET and the ECC,
or between the NET and another NET or team of emergency responders. Should exceed ranges
of two miles, and go as far as fifteen miles or more.

When forming an Operations Plan, NETs should plan to have reliable means for both team support comms
and inter-team communications. Table 1 provides a summation of the different communication modes
that NETs should consider.
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Table 1 does not evaluate some other communication modes that a NET might consider (such as satellite
communications, multiple-use radio service (MURS), or citizen band (CB) radio). However, those options are
not included here on account of their expense or their relatively limited utility to NETs.

900.10
NET Communication Protocols

a. Team support communications: If feasible, PBEM recommends that teams use a personal mobile
radio system as their primary means to communicate between team Members and team leaders.
That radio system may be Family Radio Service (FRS), or General Mobile Radio Service (GMRS).

1. Asabackup, or if Members do not have access to personal radios, Members should use cell
phones to communicate between Members. If cell phones are the primary means for team
Members to communicate, the team should develop protocols that consider cell phone service
may not be available immediately following a disaster.

2. Teams can use amateur radio for team support comms if they wish. However, teams using
amateur radios for team support comms should not interfere with city and county-level amateur
radio communications. See Section 900.35 for the band plan with city and county

designated frequencies.
b. Communications with the PBEM NET Coordinator or Emergency Coordination Center (ECC):
1. Mobile phone communication available:

I.  Team Leaders should check in with the PBEM NET Coordinator or Emergency Coordination
Center (ECC) via mobile phone as detailed in the deployment authorization message. To keep
lines of communication open, teams and Team Leaders should avoid contacting the PBEM
NET Coordinator or Emergency Coordination Center (ECC) unless specifically requested in the
deployment authorization message.

[Il. Any team that encounters a threat to life safety or property should immediately call 911.
Only after speaking with a 911 operator should you contact the PBEM NET Coordinator or
Emergency Coordination Center (ECC) via mobile phone to notify them of the circumstances

of the 911 call.
2. Mobile phone system disruption

l.  Inthe event of a mobile phone disruption, teams should rely on information provided in the
deployment authorization message (800.20) and proceed with operations as indicated in
their Team Operations Plan.

[l. If no deployment authorization message is available, and all conditions for self deployment
have been met (see section 800.25 - Activation Protocols: Self Deployment), teams
may self deploy and then attempt to contact the PBEM NET Coordinator or Emergency
Coordination Center (ECC) via VHF Amateur Radio following the procedure described in
800.70.c.

lll. Any team that encounters a threat to life, safety or property should immediately call 9-1-1
or the life safety frequency via Amateur Radio (See section 900.35 for the life safety
frequency). Flag a public safety responder as quickly as possible.
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900.15

FRS/GMRS Radio - General

FRS (Family Radio Service) or GMRS Teams should:
(General Mobile Radio Service) are

the recommended means for team [ Own their own radios if possible.

support communications. These radios O Practice with radios as a team, and drill a

are usually rugged, lightweight, and communications plan frequently.

compact. O Know your team’s channel.

In the past, you could buy an FRS radio [0 Standardize radios if possible (every Member owns
with 7 FRS/GMRS shared frequencies the same kind).

(channels 1 to 7) and 7 dedicated FRS 0 Test and map radio range from the NET staging
frequencies (channels 8 to 14). These FRS area(s) (see Radio Map Sample).

radios are low power (% watt), cannot be
lawfully modified, and require no FCC
license to operate.

Conversely, a GMRS radio operates on the first seven frequencies (channels 1 - 7, shared with FRS) or on the
GMRS dedicated channels (15 - 22). A radio user must have an FCC license to operate on the GMRS channels.
GMRS radios had more power (generally 1 to 5 watts).

Today, new radios are dual service FRS/GMRS. The radio user has access to all 22 channels, but can lawfully
operate on GMRS only with the FCC license - currently a cost of $65 every two years. A GMRS license
covers all immediate Members of a licensee’s family, but a licensee can also designate anyone to operate a
GMRS radio in a life safety emergency. There is no required test, and the license expires after five years. For
more information about the rules governing GMRS, please review this part of the FCC’s regulations.

900.20
FRS/GMRS Radio - Operating Conditions

Though the packaging of mobile radios often suggest ranges of up to 50 miles, this is almost unheard of in
real world situations. FRS/GMRS radios transmit and receive by line of sight. Therefore, ideal transmitting
conditions would include an unobstructed line of sight between operators, from a high vantage point in
good weather.

The meaningful (operational) difference between FRS and GMRS is: a volunteer operating on an FRS radio
has access to less power (only ', watt). This curtails the transmitting distance for radio signals. Nonetheless,
this may be enough for a NET operating in a small area. Under ideal conditions, operating on FRS will
transmit up to a mile. In average conditions, the range is typically between half and one-and-a-half miles.

Operating on GMRS gives a NET access to more power and therefore greater range: typically two miles, but
as far as five miles.
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In order to mitigate poor transmitting and receiving, operators should be aware of factors that can inhibit
radio performance, such as:

[0 Topography (hills, tall formations) [0 Obstructions (dense forest/foliage,
[0 Weather (such as thick clouds) buildings)
O Electromagnetic pulse (EMP) [0 Large metal surfaces (transmitting from
interference inside a car can shorten range)
Figure 9:
Diagram of typical
FRS/GMRS radio To the left is a “typical” FRS radio. The features

on this radio (which you will likely find on other
radios) include:

> = 1. Low battery icon: indicates battery level.

2. Transmit icon: indicates that radio is
transmitting signal.

3. Channel number:indicates current FRS or
GMRS radio channel.

oo

O—C"— '— RX"”«:

4, Key lockicon:indicates key lock mode (key
pad is locked).

5. Receive icon: indicates radio is receiving
transmission.

<—m 6. Transmit power level icon: indicates

transmit power setting: (H)igh for GMRS or (L)
ow for FRS.

7. PTT button: press and hold to transmit voice

’?e' < @ communication.
™

e > 1
L gy 8. CALL/LOCK button: press to send a CALL
alert. Hold down to lock/unlock keypad.

9. Microphone: built in microphone.
10. Speaker: built in speaker.
S== 11. Antenna.

S — 12. External speaker/mic/charge jack.

13. Power/Menu button: press briefly to access
menu function. Hold down for three seconds
to power radio on/off.

Every FRS/GMRS radio model is different and vary in
configuration and display. However, many of them

have common and typical device features. 15. Up/Down buttons: make adjustments in
Menu mode.

14. Scan button: press to enter scan mode.
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900.25

FRS/GMRS Frequencies

FRS and GMRS frequencies are already programmed to radio channels out of the box. However, volunteers
may find it helpful to know what frequencies the channels operate on. The table below is provided as an aid.

FRS Max GMRS
Channel Frequency FRS GMRS Max Usage/Notes
Output
Output
2 1 462.5625 |[FRS1 |[5W GMRS 9 5W Unofficial national i
= calling channel " S v
9|2 462.5875 [FRS2 |5W GMRS10 [5W 22 E
4E 4626125 |FRS3 |5W  [GMRS11  [5W uos
(4 462.6375 |FRS4 |5W GMRS12 [5W w0 :
o5 4626625 |FRS5 |5W  |GMRS13  |5W SEx
©|6 462.6875 |[FRS6 |.5W  [GMRS14 [5W Vok
ﬁ 7 462.7125 |FRS7 |5W GMRS 15 5W e
8 467.5625 |FRS8 |.5W
|9 4675875 |FRS9 |5W "
<10 467.6125 |FRS10 | 5W v a8
Ol 467.6375 |FRS11 |5W 85
212 467.6625 |FRS12 |5W o
%13 467.6875 |FRS13 |.5W =
14 467.7125 |FRS14 |5W
15 462.5500 GMRS 1 50W
16 462.5750 GMRS 2 50 W
17 462.6000 GMRS 3 50w
18 462.6250 GMRS 4 50W
19 462.6500 GMRS 5 50W Use restricted near
Canadian border
20 462.6750 GMRS 6 50W Unofficial emergency/ 2
> traveler assistance =
= channel 9
O |21 462.7000 GMRS 7 50 W Use restricted near .
= Canadian border 2
s (22 462.7250 GMRS8  [s0w Y
U 467.5500 GMRS 1in |50W Repeater input 7
467.5750 GMRS 2in [50W Repeater input §
467.6000 GMRS3in [50W Repeater input O
467.6250 GMRS4in [50W Repeater input
467.6500 GMRS5in [50W Repeater input
467.6750 GMRS6in [50W Repeater input
467.7000 GMRS7in [50W Repeater input
467.7250 GMRS 8in [50W Repeater input

Table provided by James Marks, Portland NET
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900.35
Amateur Radio (“HAM”) - Relevant Frequencies

For the purposes of NET operations, volunteers will use the following frequencies which will be referred to
by their aliases throughout the NET Guidelines:

mmm Tone
Life Safety Net - 147.04 - Life safety traffic only

NET-TAC 1 C-8 147.58 NET tactical #1

NET-TAC 2 147.54 < NET tactical #2

U ly if MC-2 t
Resource Net Simplex MC-12 147.28 seoniyt repeater

is not functioning

U ly if MC-6 t
Life Safety Net Simplex MC-14 147.04 * * 5€ ONIy ITIVIL-6 repeater

is not functioning

900.40
Communications to the ECC via Amateur Radio

a. Inthe event mobile phone service is disrupted, NET AROs can attempt to communicate with the
ECC via the VHF Amateur Radio system. Optimally, every team will have an Amateur Radio Operator
(100.25.g) and a backup operator in case the primary ARO is not available.

In an emergency deployment, an ARO using VHF radio must accomplish three goals:

B First, the ARO must be able to communicate with the Incident Team Leader. The first
assignment of every NET ARO is to support the Incident Team Leader and take direction from
that person.

Second, the ARO must have a means to contact the ECC.

Third, the ARO must be prepared to relay messages between the Incident Team Leader and
the ECC.

Team Leaders and AROs should work out ahead of time how to accomplish these three goals, to
prepare an approach that best suits resources available to the NET, and to include that information in
the NET’s Operation Plan. Examples:

1. Inthe event of a disaster, the NET ARO deploys to the NET Staging Area with a portable radio and
works face to face with the Incident Team Leader, and relays messages with the portable HAM
equipment (see Figure 8, “Neighborhood A”).
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2. An ARO has radio equipment at home that is more powerful than any portable amateur radio.
Therefore, the ARO plans to shelter in place during a disaster if safe to do so, use FRS/GMRS
to communicate with the Incident Team Leader, and relay messages to the ECC with the radio
equipment located in their home (see Figure 8, “Neighborhood B”).

3. Inanother scenario, the NET ARO deploys to the nearest fire station to use the Fire Station Orange
Go-Kit and antenna located there. The ARO reaches the Incident Team Leader via handheld GMRS
and relays messages between the NET Staging Area and the ECC from the fire station (see Figure 8,
“Neighborhood C”).

Whether an ARO deploys to the NET Staging Area, remains at home with radio equipment, or
deploys to the nearest fire station to use the radio kit available is a decision that the ARO and TL must
consider in operations planning. Any option that works best for the team is appropriate, so long as
the ARO and the TL are in communication with each other (e.g. by FRS radio) so that messages can be
relayed from the NET to the ECC.

Figure 8: communications

annin ? ) (( I‘niﬂ nln n:n n:n
e i ) (= nnn

L voice radio | } |

Team Rover
Leader Teams

1INV 1\ 1\ 1
00 00 00 00
00 00 00 B0
00 00 00 30

wlTeam
Leader

STATE EOC COUNTY EOC
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Il —z F —z— I B0
A L T ¢
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Comms "L’ea?e':‘ Leader Teams
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voice

£
S
v

NET
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PBEM ECC & PY e & &
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Commericial w/Team Team Rover
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. The ARO checks in with the Multnomah County Amateur Radio Emergency Service (ARES) Resource
Net Controller on the Resource Net MC-2 (see 900.35).

Checking in with MC-2, the ARO gives his or her FCC call sign and frequency, and waits for
acknowledgement from the net control operator. Once recognized, the ARO then provides the
following information:

B Name

B Location (nearest major cross streets)

B Available equipment, including communications and transportation resources

B NET affiliation

B Any other information deemed necessary by the ARO or requested by net control

The ARO then declares that she or he already has an assignment (which is to support the NET) and is
switching to the PBEM tactical net.

If no contact is possible on the Multnomah County ARES Resource Net (MC-2), AROs should attempt
to make contact with a Multnomah County ARES Net Controller via Multnomah Resource Net
Simplex (MC-12).

After checking in with the Resource Net Controller (or attempting to check in) the ARO switches over
to the tactical net reserved for PBEM at MC 8, followed by MC 9 if there is no answer at MC 8. The ARO
will check in with the PBEM Tactical Net Controller, sited at the ECC, and repeat the same information
given for the Multnomah County Resource Net check in.

Regular radio traffic and monitoring commences. The NET Tactical Net Controller will contact each
team periodically for status reports and issue deployment authorization messages or assignments as
necessary. AROs should use the NET Tactical Net also to request resources and information.

AROs will handle life threat radio traffic on a different tactical net: MC-6. This is the only
circumstance under which an ARO should communicate NET activities on a frequency other than the
NET Tactical Net unless directed differently by the Net Controller.
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Figure 9: Assigned areas of Portland for NET
Radio Training Liaisons

Mount
Tabor

Sunnyside
Hosford 4,
Abernethy

",
o"d So. Tabor
*\yn Creston- A,
,\o° Kenilworth - "&, Ster,
o s/
Reed & Moun{
Sc°lt

¥
S &
s/, o)o» q“({&
%y, % Brentwood
()N 9,) P T .

900.45
NET Radio Training Liaisons (RTLs)

Portland is divided into five areas, each with an individual who serves as a radio training liaison (RTL). This
training liaison will work with their local Team Leaders in support of their communications needs and for the
purpose of consolidating the skills-sets of their AROs. Radio Training Liaisons are confirmed by PBEM’s senior
communications officer. Team Leaders are informed of appointment by the NET Coordinator. RTLs serve
indefinitely after appointment.

NET Radio Training Liaisons are assigned to areas of Portland as illustrated in Figure 9. RTLs are responsible
for their area of Portland, and will conduct all training and meetings inside their assigned area. They can also
assist, and be assisted by, RTLs from other parts of Portland. PBEM has a webpage posted that includes the
names and contact information of quadrant ARO Coordinators at: https://www.portlandoregon.gov/
pbem/69887.

Training Liaisons will also review and offer comments/recommendations on the communications plans of
teams in their area.
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very fire station in Portland has a VHF radio “go-kit”
E stored in an orange plastic pelican case, which

can be attached to the station’s external antenna. This
equipment is available for NET ARO use in the event
of a disaster, and AROs should consider familiarizing
themselves with the boxes.

In order for an ARO to get access to the kit, the volunteer
must present a valid NET badge (300.20), or station
personnel will not provide access to the kit. Though AROs
may use the kit, it must not leave its home fire station.

Each orange kit contains the following items:

[0 VHF radio (Ilcom IC-2100H/IC-2200H) 0 J-pole roll-up VHF antenna
[0 Microphone [0 ACground adapter plug
[0 AC power supply (Astron SS-25M) I Extension cord, 50’ (qty 2)
O Coaxcable, 25’ [0 Zippered pouch (container for small items)
[0 Coax cable, 100’ [0 Small screwdrivers (1 flat, 1 Phillips)
[0 Pencils [0 Pencil sharpener
[1 SO-239 female-to-female barrel adapter [0 BNC-to- SO-239 adapter (for J-pole roll-up
(for combining coax cables) antenna)
1 AC power cable (black) [J 20 amp fuse (for radio power cables)
[0 DC power cable (links power supply to O Reclieamasionmeme
radio)
[0 Notebook with: radio box inventory, basic
[ Car battery power cable (w/ clips for radio operation instructions, activation
powering radio from a car battery) procedures and frequency list, forms, city

map, and blank paper

[0 Cigarette lighter adapter (to install the

e s ) [0 Magnetic mount whip antenna
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900.50
Amateur Radio Operator Qualifications

A NET volunteer may receive an ARO designation and badge if she or he completes radio training with
Portland NET and qualifies under the following curriculum outline:

a. FIRST STEP: Basic NET Training, Unit 9 (Communications)
Candidate receives this component during Basic NET training. If the candidate took Basic NET before
Unit 9 became part of the curriculum, s/he can complete Unit 9 along with a Basic NET class taking it
or receive this training from a NET ARO.

[0 Introduction to radio [0 Basic operation: FRS/ 0 Knows what never to
[0 Types: FRS/GMRS, HAM, SMRS hands-on transmit

range, etc. [0 Knows what to do if
O Characteristics: license, [1 Radio net protocols not acknowlec.:lged

range, etc [0 ITU phonetics (troubleshooting,

e attempt simplex, etc.)

[ Nelgh!oorhood [1 Uses tactical call sign O Fills out ICS

mapping correctly

Communications Log

b. SECOND STEP: Amateur Radio Technician license
Candidate passes the exam required to receive an Amateur Radio Technician license from the FCC,
and confirms by forwarding his/her FCC call sign to the NET Coordinator.

Exam classes are periodically facilitated by the NET program. Candidates can also study the textbook,
and/or complete practice exams. A list of study aids, available classes, and testing times and locations
is available at https://www.portlandoregon.gov/pbem/69887.

¢. THIRD STEP: FEMA Independent Study Certificates
Candidate completes and receives certification in the following FEMA IS courses:

[ 1S-100.B: Introduction to the Incident 1 IS-700.A: National Incident Management
Command System System

L1 1S-200.B: ICS for Single Resources and [ 1S-802: Emergency Support Functions:
Initial Action Incidents Communications

d. FOURTH STEP: NET ARO operations training
Candidate receives and completes NET ARO operations training from her/his quadrant ARO
Coordinator (see 900.45). Once the candidate completes operations training, the ARO Coordinator
informs the NET Coordinator that the candidate may be issued an ARO badge. Operations training
includes:

Personal portable radio:

O Has extra batteries and knows how to Can turn radio on and off

change them Can lock and unlock radio

O Has manual and/or cheat sheet and

knows how to use it Can change power level

O 0O 0 0

Can switch between VFO and memory
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Can set frequency 0 Can turn offset on and off and know

Can set PL tone when and why to do so

a

Can recall memory channel

0 Has Multnomah County ARES and NET
tactical frequencies in memory and can

Can listen on reverse and know when and find them easily

why to do so

Can set offset if not automatic

Can save to memory and assign location

O 0Oo0ooad

00 Is able to log into the weekly Portland
NET net

Basic troubleshooting

O

Check headset/mic/antenna
connections

[1 Basic repeater understanding

[1 Basic antenna understanding

(polarization, quality, propagation) Checking volume control

a

Low battery Checking squelch control

[0 Changing location Off frequency, no PL tone

O 0o 0O

WIRES feature (on Yaesu radios)

Radio Protocol Fire Station and BEECN equipment

[l Uses personal call sign correctly, [l Caninventory, set up, and repack a fire
when, how often and when to do so station VHF Orange Kit
phonetically [1 Knows the role of the Orange Kit radio

[0 Can complete the following forms: NET equipment, what each radio is for, what
damage assessment form,ICS 213, frequencies and/or nets are used

ICS 309,ICS 205

O

Understands BEECN operations

[0 Can find Multnomah County
frequencies in memory

e. OPTIONAL FIFTH STEP: Train to ARES standards
ARO becomes a part of the ARES Rover Team. Training competencies include:

0 Understands differences between [0 Uses prowords break, “I spell”, figures and
tactical, formal written, emergency, and mixed group figures, initials
health and welfare traffic

O

Asks for fills or confirmation if (and only
[0 Knows preferred means and modes for if) necessary

processing different kinds of traffic . " "
Demonstrates appropriate use of “roger

O

Knows how to present traffic on a net Formats an NTS message

[l Copies traffic at a reasonable speed and

legibility Sends and receives NTS messages

O 0O o0 0O

O Sends traffic with appropriate speed, Sends and receives ICS 213 messages

accuracy, and phonetics
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https://www.portlandoregon.gov/pbem/article/453433
http://www.multnomahares.org/wp-content/uploads/2010/01/ICS-213-General-Message-form-rev28APR2015.pdf
http://www.multnomahares.org/wp-content/uploads/2010/01/ICS-309-Communications-Log-form-rev28APR2015.pdf
http://www.multnomahares.org/files/forms/ICS/ICS_205_MCARES_Planning_2014-12-14.docx
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