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Executive Summary 
 

In 2024, the City of Portland began a major effort to improve transparency around its use of 
surveillance technologies. Through the Smart City PDX program and in collaboration with the Office 
of Equity and Human Rights (OEHR), the City launched Phase I of a citywide surveillance 
technologies inventory. The effort was guided by City Council Resolution 37608, which called for a 
citywide understanding of how surveillance tools are used. 

Phase I focused on identifying the most impactful and publicly relevant technologies, rather than 
cataloging every device. The team began by researching best practices from other cities and 
engaging Portlanders through public events and surveys. Residents wanted more transparency—
not just about data collection, but also about how they can influence decisions on technology use 
in their communities. 

Phase I of the collection of information for the inventory centered in reaching out to technology 
managers with the support of the Bureau of Technology Services (BTS). A survey was designed to 
explore what technology is used by Bureaus, who owns it, and for what purpose. Twelve different 
managers responded to the survey; the list of survey questions is available in Appendix A. 

The findings from Phase I revealed that eight city bureaus currently use surveillance technologies, 
with the Portland Police Bureau (PPB) accounting for about half of all reported tools. Cameras—
ranging from security and body-worn to automatic license plate readers—are the most used, 
followed by social media monitoring, geolocation services, and drones. 

Most technologies are managed by individual bureaus, with no centralized oversight. This 
decentralized approach raises questions about consistency in oversight and policy enforcement. 
The primary purposes for using these tools include law and code enforcement, facility security, and 
planning. 

Most of the technologies identified have been in use for more than five years, and many are already 
tracked through internal asset management systems. This existing infrastructure provides a strong 
foundation for the next phase of the inventory. 

Phase II, beginning in Fall 2025, will build on these findings. It will involve a more detailed data 
collection process, guided by a standardized framework, and will aim to produce a public-facing, 
open data inventory by early 2026. This next phase will also deepen engagement with city programs 
and the public, ensuring that Portland’s approach to surveillance technology remains transparent, 
equitable, and responsive to community needs. 
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Introduction 
The surveillance technologies inventory is a tool for informing the public, city agencies, and 
decision makers about the type of surveillance technologies and their management and 
implementation in the City. 

Surveillance technologies are defined by City policy as any electronic or analog device, equipment, 
software, information and/or associated metadata, automated decision systems, data processing 
system, or software solution that is designed or primarily intended to be used for the purpose of 
surveillance. 

Surveillance technologies include automated license plate readers, body-worn cameras, security 
cameras, gunshot detectors, red light cameras, face recognition, and geolocation services. 
However, it is important that if the primary use of the technology is not tracking individuals, it is not 
considered surveillance. This includes data management systems, spreadsheets and other data 
processing services, surveys, and single data collection sensors like temperature or air quality 
sensors, traffic street counters, and alarms. 

The Smart City PDX program hosted public events1 to gather input on what type of information 
needs to be included as part of a public surveillance technologies inventory. Portlanders are 
interested not only in having transparency on what type of information is collected about them and 
what technologies are used for that purpose. They also showed interest in ways to participate in 
oversight and decision-making processes for what type of technologies can be used in their 
neighborhoods and for what purpose.  

As technology evolves, the Smart City PDX program is committed to create more transparency and 
meaningful public engagement that enables responsible use of technology in Portland. 

This report summarizes findings of phase I of the collection of information about surveillance 
technologies used by the City of Portland.  

Methodology 
Portland City Council passed a Surveillance Technologies policy, City binding resolution 376082, 
directing the Bureau of Planning and Sustainability’s Smart City PDX program and the Office of 
Equity and Human Rights to coordinate the design, development, and implementation of the 
citywide surveillance technologies inventory.  

The Smart City PDX program started working on the surveillance technologies inventory by doing 
comparative research of best practices and technology inventories done in other cities including 
Amsterdam, New York City, and organizations doing surveillance technologies registries. After this 
initial research, the program released a survey to gather public input around proposed information 

 
1 https://www.portland.gov/bps/com-tech/smart-city-pdx/events/past?search=surveillance+inventory  
2 Surveillance Technologies policy. https://www.portland.gov/council/documents/resolution/adopted/37608  

https://www.portland.gov/bps/com-tech/smart-city-pdx/events/past?search=surveillance+inventory
https://www.portland.gov/council/documents/resolution/adopted/37608
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that describes surveillance technologies in government. These efforts concluded with the release 
of a surveillance technologies specification3. 

The initial collection of information about the equipment owned by City bureaus and their purpose 
is complex because most of the bureaus manage their own technology. Also, there is limited 
resources and staff time available to do this task. For these reasons, the Smart City PDX team 
developed an implementation plan in two main phase that balances goals and constrains in 
resources.  

Phase I has the goal to identify the key technologies used by bureaus that have the bigger impacts 
and public interest. Phase I will inform about what technologies are managed by the bureau of 
technology services, city bureaus, or third parties.  

Phase II will collect information following the surveillance technologies specification and focusing 
on the key surveillance technologies identified in phase I. 

Phase I of the surveillance technologies inventory would provide a large view of what type of 
surveillance technologies are used by City bureaus by fundamentally answering three main 
questions: 

• What surveillance technologies are owned by the City? 
• How are these surveillance technologies used in Portland? 
• Who owns and manage these technologies and for how long? 

The Smart City PDX team developed a priority lists of technologies based on how other Cities have 
their distribution of surveillance technologies in use.  

The initial priority technologies identified by the Smart City PDX team includes the following 
technologies: 

• Cameras: security, CCTV, Ring partnership 
• Other Cameras: panoramic, infrared, body-worn, automatic license plate readers 
• Communication interceptors: Cell site simulators, pen registers/wiretapping 
• Drones: aa/any 
• Social media monitoring: all/any 
• Geolocation: GPS, location bases services, RFID, Bluetooth sensors, cell-site 

data/triangulation 
• Biometric/genetic: gait, DNA, Fingerprints, Face ID 
• Smart Meters: Smart water meters, smart kiosks 

This list was the base to design a survey that was distributed to technology managers participating 
in the citywide group that the Bureau of Technology Services organizes and hosts regular monthly 
meetings. 

The results of phase I of the surveillance technologies inventory are only partial and broad in nature. 
Partial in the sense that the inventory focuses on the priority technologies. It is broad because the 

 
3 https://www.portland.gov/bps/smart-city-pdx/surveillance-policy/news/2024/3/1/city-portland-releases-
draft-surveillance  

https://www.portland.gov/bps/smart-city-pdx/surveillance-policy/news/2024/3/1/city-portland-releases-draft-surveillance
https://www.portland.gov/bps/smart-city-pdx/surveillance-policy/news/2024/3/1/city-portland-releases-draft-surveillance
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results from phase I do not show specific applications or number of devices own or managed by a 
bureau or program.  

The analysis of the responses was done by the Office of Equity and Human Rights’ Equity Data 
Analyst. 

Phase I intends to inform phase II strategic information collection for selected technologies and 
use cases. This information collection should comply with the proposed inventory information 
framework. A new timeline will be proposed for next phase of deliverables. 

Results 
The following analysis is a summary of the information collected using an internal survey, shown in 
appendix A, submitted to technology managers in the City of Portland’s Bureaus.  

Results are presented to explain the initial questions in this work, what is the surveillance 
technology used by bureaus? who owns/manage surveillance technology in the City of Portland? 
What is the purpose of using surveillance technologies? 

The following graphs and tables showcase the answers received to respond the questions above. 
This is an initial assessment towards a phase II that will implement the surveillance technologies 
framework using existing information and developing a system that can be reliable and relatively 
easy to maintain. 

 

Who responded to this survey? 

Vibrant Communities/PP&R/PCL/Arts & Culture 

Environmental Services 

Revenue Division 

Portland Bureau Of Transportation 

Community and Civic Life 

Bureau of Technology Services 

Portland Police Bureau 

Bureau of Planning and Sustainability 

City Attorney's Office 

Fire & Rescue Bureau 
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Who owns the technology?  

Surveillance technologies in the City of Portland are mostly managed by bureaus. This survey pre-
selected a list of high interest surveillance technologies groups. Results show that currently 
bureaus have most of the control on these technologies rather than central technology 
management and administration.  

Eight bureaus reported having surveillance technology; and PPB administers 50% of 
Surveillance technology. PPB programs also have the largest numbers of reported surveillance 
technology.  Listed below, by Bureau and by Bureau & Program:  

 

Figure 1. Number of surveillance technologies used by City of Portland Bureaus. 

Who has Surveillance technology, by bureau and type? 

Below are two ways to look at the distribution of Surveillance Technology – by bureau/program, and 
city-wide. As discussed, PPB has the most technology of any bureau. Cameras (main) remains the 
most represented technology. Some technologies appear popular across the City, including 
social media monitoring, geolocation, and drones. Finally, several kinds of specific technologies, 
like Smart Meters and Communication interceptors, are only used by a single bureau.  

 

Figure 2. Types of surveillance technologies used by the City of Portland Bureaus. 

bureau-program cameras
other 

cameras
Drones

Smart 
meters

Geolocation Biometric
Communication 

Interceptors
Social Media 

Monitoring
Total

PPB - Technology 7
PPB - Chief's Office 6
PP&R - Locations 
(collaborative) 3
Fire & Rescue - Business 
Analyst and IT Support 3
PBOT - multiple projects 2
Water - Mobile Security 1
Revenue Division - 1
BTS - communications 1
Fire & Rescue - Pelican 1
Engagement - Citywide 1
BPS - Tech/ Data services 0
City Attorney's Office - 0

Bureau Total # of technologies
Portland Police Bureau 13
Fire & Rescue 4
Portland Parks and Recreation 3
Portland Bureau of Transportation 2
Bureau of Technology Services 1
Community Engagement 1
Revenue 1
Portland Water Bureau 1
Bureau of Planning and Sustainability 0
City's Attorney Office 0
total 26
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Figure 3. Distribution of general use of surveillance technologies in the City of Portland. 

Who manages surveillance technology? 

The entity that manages the specific surveillance technologies is important to understand under 
what policies these technologies work. Bureaus manage most of the surveillance technologies in 
the City of Portland and there is no central governance structure that provides oversight. Bureaus 
are responsible that these technologies are used within City’s policies. 

 

Figure 4. Distribution of how surveillance technologies are managed in the City. 

 

Figure 5. Distribution of management of surveillance technologies in the City of Portland by technologies and 
use cases 

Technology by type Total % of Total Tech
Cameras 7 27%
Social Media Monitoring 5 19%
Geolocation 4 15%
Drones 3 12%
Other Cameras 3 12%
Biometric/Genetic 2 8%
Communication Interceptors  1 4%
Smart Meters 1 4%

Managed by your Bureau/Program 20
Managed by BTS/Other 4
Managed by Third-Party 2

0
1
2
3
4
5
6
7
8

Who Manages surveillance technologies in the City of 
Portland

Managed by your Bureau/Program Managed by BTS/Other Managed by Third-Party
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Figure 5 shows a distribution of management of technology of the different use cases of 
surveillance technologies in the City of Portland. Cameras are the most used technology managed 
mostly by bureaus. Social media monitoring comes second fully managed by bureaus programs. 
Geolocation services, which are mostly managed by technology services is the third most popular 
use cases technology. 

The survey revealed that most of the surveillance technologies are managed by bureaus. Central 
technology services or the City’s IT services, manage some cameras and geolocation solutions. 
Third parties manage specific services using cameras and some geolocation applications. 

    

Figure 6. Distribution of management of surveillance technologies in the City of Portland by technologies and 
use cases general percentage. 

  

0%
10%
20%
30%
40%
50%
60%
70%
80%
90%

100%

Who Manages surveillance technologies in the City of 
Portland - Normalized

Managed by your Bureau/Program Managed by BTS/Other Managed by Third-Party
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What are the uses? (the “why”) 

Figures 7 and 8 show the purpose of using the City’s surveillance technologies. It is not surprising to 
know that law and code enforcement is where most of the applications are. Security and 
planning applications come second. Most of the security applications refer to protection of City’s 
facilities or property in general, and bureaus use surveillance technologies to gather intelligence 
information to inform programs or plan future projects or actions. 

 

Figure 7. Distribution of use of surveillance technologies in the City of Portland by purpose 

 

 

Figure 8. Visualization of the purpose of surveillance technologies in the City of Portland 

 

 

  

Purpose Count

Law/Code Enforcement 10
Security 6
Planning 6
Other 5
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What is technology used for? (by Bureau & type, citywide) 

Surveillance technologies in the City of Portland match the original purpose of their design. Most of 
use cases of surveillance technologies in the City of Portland are used for law and code 
enforcement.  

Cameras and mostly used for security and protection of facilities or City’s property. Social media 
monitoring and geolocation services are mostly used for gathering information for planning. 

 

Figure 9. Distribution of surveillance technologies used in the City of Portland by their purpose. 

Applications of law and code enforcement use of surveillance technologies are done by Portland 
Police and PBOT’s traffic code enforcement efforts. Bureaus that need to protect facilities or City 
property rely on their own surveillance technologies. Certain bureaus, like Parks and Recreation 
and Fire and Rescue, use surveillance technologies to inform their project and activities planning. 

 

Figure 10. Distribution of surveillance technologies used in the City of Portland by their purpose and Bureau 
program. 

  

TYPE
Law/Code 

Enforcement
Security Planning Other

Cameras 6 1
Other Cameras 3
Drones 2 1 1
Smart Meters 1
Biometric/ Genetic 2
Communication Interceptors 1
Social Media Monitoring 1 3 1
Geolocation 1 1 2

Bureau
Law/Code 

Enforcement
Security Planning Other

PP&R - Locations (collaborative) 1 2
Water - Mobile Security Trailers 1 1
Revenue Division 1
PPB - Technology Integration Group 5 1 1
PBOT - multiple projects 1 1
BTS - communications 1
PPB - Chief's Office 4 2
BPS - Tech/ Data services
City Attorney's Office
Fire & Rescue - Pelican Smart Thermostats 1
Engagement - Citywide 1
Fire & Rescue - Business Analyst and IT Support 1 1 1
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How long have surveillance technologies been in used in the City of Portland? 

Results show that most of the surveillance technologies used by City Bureaus have been in 
used for more than 5 years. However, there are new surveillance technologies that programs are 
exploring and planning to use in the future.  

 

Figure 11. Table showing the time that surveillance technologies in Portland have been in used for different 
purposes and the number of bureaus reporting this usage. 

  

What technologies are already under a type of inventory? 

Most of the bureaus already have an asset management system for their surveillance 
technologies. Portland Police Bureau manages all their technology and devices. The Bureau of 
Technology Services manages most of the cameras used for facilities and property protection.  

 

Figure 12. Table showing if available asset management systems implemented for specific surveillance 
technologies in the City of Portland 

Purpose
Time using the 

technology
Number of bureaus

Law/Code Enforcement  5+ Years 6
Planning  5+ Years 5
Security  5+ Years 5
Other  5+ Years 4
Law/Code Enforcement  2+ Years 3
Security  2+ Years 1
Planning  Future/Planned 1
Other  Future/Planned 1

Technology Yes No
Maybe/ We'll 

look into it
Cameras (e.g., Security, CCTV, Ring Partnership) 6 1
Other Cameras (e.g., Panoramic, Infrared, Body-
worn, Automatic license plate readers) 3 1
Drones 3
Smart Meters (e.g., Smart water meters, Smart 
kiosks) 1 1
Biometric/Genetic (e.g., gait, DNA, Fingerprint, Face 
ID) 1
Communication Interceptors  (e.g., Cell site 
simulators, Pen Registers/Wiretapping) 3
Social Media Monitoring 3 1 1
Geolocation (e.g., GPS, Location Based Services, 
RFID, Bluetooth) 3 1
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Responses show what program are using specific technologies (shown in figure 13). This 
information will help to determine what technologies can become part of a citywide surveillance 
technologies inventory and guide next steps. 

 

Figure 13. Table with the distribution of existing asset management by bureau program and technology. 

 

Conclusions and next steps 
Phase I of the collection of information has delivered real and strategic information about what 
surveillance technologies are in used in the City of Portland, for what purpose, and who manage 
them.  

Not all City Bureaus use surveillance technologies. Eight bureaus reported having surveillance 
technology and Portland Police Bureau administers 50% of Surveillance technology. At least one 
bureau responded to the survey to confirm that they did not use any surveillance technology. 

Cameras (main) remains the most represented technology. Some technologies appear popular 
across the City, including social media monitoring, geolocation, and drones. 

Law and code enforcement is where most of the applications are. Security and planning 
applications come second. 

Most of the surveillance technologies used by City Bureaus have been in used for more than 5 
years. Also, most of the bureaus already have an asset management system for their surveillance 
technologies. 

Phase II of the inventory will start as soon as Fall 2025. It will include a revision of the surveillance 
technologies inventory data framework and reaching out to programs identified in phase I. The 
initial implementation of the inventory could be expected as soon as early 2026. 

Bureau Cameras
Other 

Cameras
Drones

Smart 
Meters

Biometric
/ Genetic

Communication 
Interceptors

Social Media 
Monitoring

Geolocation

PP&R - Locations (collaborative) yes yes yes

Water - Mobile Security Trailers yes

Revenue Division yes

PPB - Technology Integration Group yes yes yes yes yes yes yes

PBOT - multiple projects yes yes

BTS - communications yes

PPB - Chief's Office yes yes yes yes yes

BPS - Tech/ Data services

City Attorney's Office
Fire & Rescue - Pelican Smart Thermostats yes
Engagement - Citywide
Fire & Rescue - Business Analyst and IT Support
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Appendix A. Surveillance Inventory - Phase I 

Surveillance Technologies and AI Inventory Initial Assessment 

Smart City PDX program is collecting this form in accordance with the 2023 Surveillance 
Technology Ordinance. The Smart City PDX program and the Office of Equity and Human Rights did 
a series of public events to understand better what the main concerns of community members 
about the use of surveillance technologies were. For more information about these activities, you 
can access the following link: 

https://www.portland.gov/bps/com-tech/smart-city-pdx/news/2024/2/7/smart-city-pdx-
explores-methods-public-participation https://www.portland.gov/bps/smart-city-
pdx/surveillance-policy/news/2024/3/1/city-portland-releases-draft-surveillance 

The surveillance technologies inventory is a tool for informing the public, city agencies, and 
decision makers about the type of surveillance technologies and their management and 
implementation in the City.  

Surveillance technologies are defined as electronic or analog devices, equipment, software, 
information and/or associated metadata, automated decision systems, data processing systems, 
or software solutions that are designed of primarily intended to be used for the purpose of 
surveillance. Surveillance technologies include automated license plate readers, body-worn 
cameras, security cameras, gunshot detectors, red light cameras, face recognition, and 
geolocation services.  

However, it is important that if the primary use of the technology is not tracking individuals, it is not 
considered surveillance. This includes data management systems, spreadsheets and other data 
processing services, surveys, and single data collection sensors like temperature or air quality 
sensors, traffic street counters, and alarms. 

This survey is an initial screening of the uses of surveillance technologies and artificial intelligence 
tools. The results of this initial screening will inform a larger strategy for collecting details on use 
and number of devices being managed by City Bureaus and programs. The final results from this 
collection will be released publicly in the form of open data describing technologies and use cases 
in the City.  

Who should be completing this form? The person who manages or oversees the technology or 
vendor agreements the bureau has; or simply the person who may know most about technology 
your bureau has. 

For more information you can send an email to smartcitypdx@portlandoregon.gov  
1. What is your Bureau? * 

 
2. Enter a contact information: * 

 
3. What is your program or project? Who manages surveillance technology in your bureau/program? 

 

https://www.portland.gov/bps/com-tech/smart-city-pdx/news/2024/2/7/smart-city-pdx-explores-methods-public-participation
https://www.portland.gov/bps/com-tech/smart-city-pdx/news/2024/2/7/smart-city-pdx-explores-methods-public-participation
https://www.portland.gov/bps/com-tech/smart-city-pdx/news/2024/2/7/smart-city-pdx-explores-methods-public-participation
https://www.portland.gov/bps/com-tech/smart-city-pdx/news/2024/2/7/smart-city-pdx-explores-methods-public-participation
https://www.portland.gov/bps/smart-city-pdx/surveillance-policy/news/2024/3/1/city-portland-releases-draft-surveillance
https://www.portland.gov/bps/smart-city-pdx/surveillance-policy/news/2024/3/1/city-portland-releases-draft-surveillance
https://www.portland.gov/bps/smart-city-pdx/surveillance-policy/news/2024/3/1/city-portland-releases-draft-surveillance
https://www.portland.gov/bps/smart-city-pdx/surveillance-policy/news/2024/3/1/city-portland-releases-draft-surveillance
https://www.portland.gov/bps/smart-city-pdx/surveillance-policy/news/2024/3/1/city-portland-releases-draft-surveillance
https://www.portland.gov/bps/smart-city-pdx/surveillance-policy/news/2024/3/1/city-portland-releases-draft-surveillance
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4. Select all technology your bureau or program uses by selecting whether you manage it yourself or another 
entity manages it. This section will help us to understand the needs for managing or future procurement needs of 
surveillance technology. 

 Managed by our 
Bureau/Program 

Managed by BTS/Other Managed by Third-Party 

Cameras (e.g., Security, 
CCTV, Ring Partnership)    

Other Cameras (e.g., 
Panoramic, Infrared, Body 
worn, Automatic license 
plate readers) 

   

Drones    

Smart Meters (e.g., Smart 
water meters, Smart kiosks)    

Geolocation (e.g., GPS, 
Location Based Services, 
RFID, Bluetooth, Cell site 
data/triangulation) 

   

Biometric/Genetic (e.g., gait, 
DNA, Fingerprint, Face ID)    

Communication 
Interceptors (e.g., Cell site 
simulators, Pen registers/ 
wiretapping) 

   

Social Media Monitoring 
 

   

 
5. Select primary purpose of the technology your bureau or program uses 

 Security Planning Law/Code 
Enforcement 

Other 

Cameras (e.g., Security, 
CCTV, Ring Partnership)     

Other Cameras (e.g., 
Panoramic, Infrared, Body 
worn, Automatic license 
plate readers) 

    

Drones     

Smart Meters (e.g., Smart 
water meters, Smart 
kiosks) 

    

Geolocation (e.g., GPS, 
Location Based Services, 
RFID, Bluetooth, Cell site 
data/triangulation) 

    

Biometric/Genetic (e.g., 
gait, DNA, Fingerprint, 
Face ID) 
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Communication 
Interceptors (e.g., Cell 
site simulators, Pen 
registers/ wiretapping) 

    

Social Media Monitoring 
 

    

 
6. How long has the surveillance technology been used?    

 Recent 2+ Years 5+ Years Future/Planned 

Cameras (e.g., Security, 
CCTV, Ring Partnership)     

Other Cameras (e.g., 
Panoramic, Infrared, 
Body worn, Automatic 
license plate readers) 

    

Drones     

Smart Meters (e.g., Smart 
water meters, Smart 
kiosks) 

    

Geolocation (e.g., GPS, 
Location Based Services, 
RFID, Bluetooth, Cell site 
data/triangulation) 

    

Biometric/Genetic (e.g., 
gait, DNA, Fingerprint, 
Face ID) 

    

Communication 
Interceptors (e.g., Cell 
site simulators, Pen 
registers/ wiretapping) 

    

Social Media Monitoring 
 

    

7. Do you already have an inventory of surveillance technology or assets management system for specific 
technologies? Detailed information availability 

 Yes No Maybe/We'll look into it 
Cameras (e.g., Security, 
CCTV, Ring Partnership)    

Other Cameras (e.g., 
Panoramic, Infrared, Body 
worn, Automatic license 
plate readers) 

   

Drones    

Smart Meters (e.g., Smart 
water meters, Smart kiosks)    

Geolocation (e.g., GPS, 
Location Based Services, 
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RFID, Bluetooth, Cell site 
data/triangulation) 
Biometric/Genetic (e.g., gait, 
DNA, Fingerprint, Face ID)    

Communication 
Interceptors (e.g., Cell site 
simulators, Pen registers/ 
wiretapping) 

   

Social Media Monitoring 
 

   

 
8. Other Surveillance Technologies 

List other technology includes [Management], [Primary Purpose], [Length of Use], [Inventory: yes/no] 

 
 

Artificial Intelligence use in City bureaus - Initial assessment 

The following questions will help us to understand the most popular or demanded uses of artificial 
intelligence tools in City of Portland bureaus. Please, use the comment section below to add any 
suggestions or notes about your understanding of the use or demands of artificial intelligence in 
your bureau or program. 
 

9. Select any uses of AI/Automated Decision-Making Systems your bureau or program may employ 

Assistance (Chat GPT, Co-Pilot) 

Classification/Filtering 

Recognition (objects, speech/language, facial) 

Inference/Insights 

Optimization 

Prediction 

 
10. List all uses of Artificial Intelligence: [describe bureau program and use] 

 
11. Give us any comments on uses of surveillance technology and AI by the City of Portland 
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Appendix B. Glossary of Technical Terms. 
 

Automatic license plate readers (ALPRs). ALPRs are high-speed, computer-controlled camera 
systems that are typically mounted on street poles, streetlights, highway overpasses, mobile 
trailers, or attached to police squad cars. ALPRs automatically capture an image of a vehicle and 
the vehicle’s license plate, transform the plate image into alphanumeric characters using optical 
character recognition. These devices collect license plate numbers that come into view, along with 
the location, date, and time. 

Biometric information. A measurable physical characteristic or personal behavioral trait used to 
recognize the identity, or verify the claimed identity, of an applicant. Facial images, fingerprints, and 
iris scan samples are all examples of biometrics. 

Bluetooth sensors. A surveillance Bluetooth sensor is a small, low-power device that uses 
Bluetooth Low Energy (BLE) technology to wirelessly detect, track, and monitor objects, people, or 
environmental conditions. 

CCTV cameras. CCTV, which stands for closed-circuit television, is a video surveillance system 
that uses cameras to transmit signals to a specific, limited set of monitors or recording devices. 
CCTV operates on a "closed" or private network, making the footage accessible only to authorized 
users. Its main purpose is video surveillance and security to monitor areas, deter crime, and record 
activities for later review. 

Cell site simulators. A cell site simulator, frequently referred to as a Stingray or IMSI catcher, is a 
device that masquerades as a cell tower. It forces all cell phones in the vicinity that use the 
impersonated network to surreptitiously share information with it. Cell site simulators are portable, 
briefcase-sized devices, which can fit in small cars, be carried by hand, and even be deployed on 
airplanes to facilitate larger-scale surveillance. 

Communications interceptors. A communications interceptor is a tool, technology, or method 
used to secretly capture, monitor, or acquire the contents of a communication (like a phone call, 
email, or message) while it is being transmitted between parties, in order to make that information 
available to an unauthorized recipient. 

Unmanned Aircraft System. An Unmanned Aircraft System (UAS), often called a drone, is an entire 
system that includes a flying aircraft with no onboard pilot and all the components necessary for its 
operation, such as the remote pilot station, communication links, and specific payloads (like 
cameras) for its intended mission. 

Genetic information. Genetic information, as defined by laws like GINA, encompasses an 
individual's and their family's genetic test results, family medical history, any requests or receipt of 
genetic services, and information about a fetus or embryo. This data is unique and cannot be truly 
de-identified, making its surveillance a complex ethical and privacy issue. Genetic information can 
be used for the systematic collection, analysis, and interpretation of data on genetic traits, tests, 
and services to understand population health, prevent diseases, and inform public health 
practices. 
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Geolocation services. The use of electronic technologies like GPS, Wi-Fi, and cellular data to track 
and monitor a person's real-world geographic location, often without their consent, for the purpose 
of investigation, intelligence gathering, or criminal activity such as stalking. This technology allows 
for the identification of movement and position to gather information on an individual's 
whereabouts, like a digital stakeout or covert surveillance. 

Infrared cameras. An infrared camera, also known as a thermal camera, is a device that captures 
invisible infrared (IR) radiation emitted by objects and converts it into a visible thermal image, 
allowing it to "see" heat signatures. 

Pen registers. A pen register is a device or process that records dialing, routing, addressing, or 
signaling information (metadata) from a wire or electronic communication, such as phone numbers 
or IP addresses contacted, but not the content of the communication itself. Historically, it was a 
physical device used in investigations to track outgoing calls, but today it applies to digital 
communications as well. Law enforcement can use pen registers in criminal investigations, but 
they require a court order, and the device cannot be used to capture the actual conversation or 
content of the communication. 

RFID. Radio Frequency Identification or RFID is a system that functions as a surveillance or tracking 
device, utilizing radio waves to identify, locate, and monitor objects or individuals without a direct 
line of sight.  

Smart meters. A smart meter is a digital energy or utility meter that records a home or business's 
energy usage (like electricity, gas, or water) in real-time and transmits this data automatically to the 
utility company via a secure, closed network.  

Surveillance. Surveillance is the systematic process to observe, collect, purchase, or analyze 
information generated from people’s lives and their social, work, and/or physical interactions, 
including information linked to the identity, movements, culture, linguistic knowledge, nature, and 
history of an individual or group of individuals. 

Surveillance technologies. Surveillance technologies are any electronic or analog devices, 
equipment, software, information and/or associated metadata, automated decision systems, data 
processing system, or software solution that is designed or primarily intended to be used for the 
purpose of surveillance. 

Social media monitoring. Social media monitoring is the process of using digital tools to track and 
analyze online conversations about a brand, product, or topic across various social media 
platforms and other online spaces. It involves collecting data on mentions, engagement, and 
trends to understand public sentiment, identify opportunities or threats, manage reputation, and 
inform business strategies. 

Wiretapping. Wiretapping is a form of electronic surveillance where an eavesdropper secretly 
intercepts and often records a communication, originally by tapping into a phone line but now 
including digital communications like calls, emails, and chats. 
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Appendix C.  
Surveillance Technologies Inventory Data Framework. Version 1. 

 

The inventory of technologies and their use policies will be described in three different layers to provide the 

ability to procure technology or vendors that have been already vetted and make the procurement of 

technology more effective. 

Layer Description. 
The citywide inventory of surveillance technologies is a way to describe all the spectrum of technologies used 

by the City of Portland, OR. This proposal divides the description of surveillance technologies owned by the 

City in three layers: by technology type, by technology application, and by individual devices. 

Layer 1: By technology 
Building a higher-level catalog of technologies will allow agencies to identify what are the specific 

aspects of compliance, use restrictions, data management, and resources dedicated to it. Each 

technology type needs to have a unique feature that defines it, either by the type of information it 

generates, the manufacturing processes of devices, or the general purpose of it. 

Layer 2: By application 
This level will describe technology by agency and use. It will include a bulk number of devices or 

users of a specific surveillance technology. A specific application is defined by the specific user or 

users of it and how specific surveillance technologies are being adapted to the specific purpose or 

utility use.  

Layer 3: By devices 
This level will identify specific devices. These devices will include a specific technology and define 

application. Devices could be physical or virtual. Cases of virtual devices may include apps or 

software products that surveil people.  
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Surveillance technologies inventory specification  

Package Metadata – Overall specifications description and terms. 
This section describes the specification version, licensing, and general definitions applicable to it. 

Title Description Type Format Required 

Version Version control number String default Required 

Summary Description of the specification String default Required 

Terms of use Terms of use of the specification String default Required 

license Type of license of the specification String default Required 

License.Name License name String default Required 

License.url License URL String default Required 

glossary Glossary URL String default Optional 

Example: 
{"Standard": { 

  "Version": "0.1.0", 

  "summary": "This is the surveillance technologies inventory specification 

describing equipment and information solutions that track individual or collective 

behavior; otherwise known as surveillance technologies.", 

  "terms of use": "url", 

  "license": { 

   "Name": "CC40 BY - SA", 

   "url": "https: //creativecommons.org/licenses/by-sa/4.0/" 

  }, 

  "glossary": "url" 

 }  

} 

Surveillance technology meta (Technology level). 
This section describes technologies regardless of use or applications. Assessments done at this level need to 

center on general principles and rights. 

Title Description Type Format Required 

Surveillance_ID Unique technology inventory id 
number 

String default Required 

Surveillance_name Surveillance technology name String default Required 

Description General description of the 
technology for reference 

String default Required 

Information.Impact_assessment Surveillance technology (whole 
independent of application) impact 
assessment URL 

String default Required 

 

Example: 
{"technology description": { 

"Surveillance_ID": "SID", 

"Surveillance_name": "surveillance technology name", 

"Description": "General description of the technology for reference", 

"Information": { 

 "Impact assessment": "URL to access the impact assessment." 

 } 

} 

} 
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Organization meta (Use and application layer)  
This block describes vendor or other legally accountable organization description.  

Title Description Type Format Required 

organizationID Unique vendor ID from SAP (PO 
Listing Report/Vendor Name) 

String default Required 

organizationName Vendor’s name from SAP. PO Listing 
Report/ Vendor Name. Contract 
Listing Report/Vendor Name 

String default Required 

information.organizationurl Vendor technology URL String default Required 

information.organizationNotes Comments about this vendor String default Optional 

Example: 
{"organization": { 

 "organizationID": "City vID from SAP", 

 "organizationName": "Organization name from SAP", 

 "information": { 

  "organizationURL": "URL", 

  "organizationNotes": "add any note about the organization" 

  }  

  } 

} 

 

Surveillance group description (Device layer) 
This block describes the group of cluster of devices with common use and goals. 

Title Description Type Format Required 

Surveillance_groupID surveillance groupID. if the technology 
is part of a larger group. Bulk devices. 

String default Required 

Surveillance_ID Unique technology inventory id 
number 

String default Required 

groupName Short name of the group String default Required 

groupDescription Short description of the use and group String default Required 

groupSize Selection of the range of the number 
of devices in this group [“1 to 10”, “11 
to 100”, “101 to 1000”,”1001 or 
more”] 

String default Optional 

Example: 
{" Surveillance_groupID ": { 

"Surveillance_ID": "SID", 

" groupName": "Group or cluster name", 
"groupDescription": "General description of the group", 

"groupSize": "1 to 10" 

 } 

} 
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Surveillance Technology Identifier meta.  
See code below* 

This information specification describes how the surveillance technologies will be inventoried by the City. The 

inventory will be publicly available. 

Surveillance Technology description 
Header of the surveillance technology identifies. Registers type, description, organizations, contacts, date of 

registry, and schema version. 

Title Description Type Forma
t 

Require
d 

Surveillance_ID Unique identifier for 
this surveillance 
technology type 

Strin
g 

defaul
t 

Require
d 

Surveillance_groupID surveillance groupID. if 
the technology is part of 
a larger group. Bulk 
devices. 

Strin
g 

defaul
t 

Optiona
l 

Surveillance_header.Surveillance_type Type of the surveillance 
technology 

Strin
g 

defaul
t 

Require
d 

Surveillance_header.Short_description description of this 
device or information 
system 

Strin
g 

defaul
t 

Require
d 

Surveillance_header.Owner_organization Organization 
accountable with this 
device. BuySpeed (Req 

Header Custom 
Columns/Req Header 
Column 1 Value).  
tender/procuringEntity/na
me 

Strin
g 

defaul
t 

Require
d 

Surveillance_header.Owner_organizationType Organization type: 
[Institution; 
Organization; Private 
company]  

   

Surveillance_header.Contact_information.Email contact_email Strin
g 

defaul
t 

Require
d 

Surveillance_header.Contact_information.phone_n
umber 

phone_number Strin
g 

defaul
t 

Optiona
l 

Surveillance_registrydate Date of registry date defaul
t 

Require
d 

Inventory_schema_version Inventory schema 
version number for 
compatibility. 

Strin
g 

defaul
t 

Require
d 
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Surveillance Technologies Body Meta 
Basic information of the specific surveillance technology. Registers name, purpose, website, status, vendor 

information, and other information as notes. Links to use, data, processing, and oversight information. 

Title Description Type Format Required 

surveillanceID Unique identifier for this surveillance 
technology type (index) 

String default Required 

Surveillance_name Surveillance short name String default Required 

purposeOfTechnology Description of how the technology will be 
used (Max 1000 characters) 

String default Required 

Website City project URL String default Optional 

Status Status of the technology of project. From a 
list "[active, inactive, in maintenance, 
decommissioned, etc.]". 

String default Required 

Vendor.vendorID Unique vendor ID from SAP (PO Listing 
Report/Vendor Name) 

String default Required 

Vendor.vendorName Vendor’s name from SAP.  
PO Listing Report/Vendor Name 
Contract Listing Report/Vendor Name 

String default Required 

Vendor.contractID Unique contract ID number from SAP (PO 
Listing Report/Outline Agreement) 

String default Optional 

Vendor.vendorurl Vendor technology URL String default Optional 

IsGeolocated Boolean that flags whether the technology 
or devices are deployed physically 

boolean binary Required 

IsMobile Boolean that flags whether the technology 
or devices are not fixes and moving in a 
vehicle or individuals 

boolean binary Optional 

Location. Longitude If geolocated and fixed. Longitude number. Number bareNumber Optional 

Location.Latitude If geolocated and fixed. Latitude number. Number bareNumber Optional 

Notes Long text field, it may include remarks by 
owner agency. 

String default Optional 

UseID Index to the use and application fields (see 
below*) 

String default Required 

DataID Index to the data fields (see below*) String default Required 

ProcessingID Index to the processing fields (see below*) String default Required 

OversightID Index to the oversight fields (see below*) String default Required 
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Technology use and applications meta. 
Title Description Type Format Required 

useID Use type unique ID index String default Required 

Justification Text describing why is this 
technology is used (1000 
characters max). 

String default Required 

Documents Array of URL links pointing to 
technical documentation of 
this technology 

String default Optional 

SurveillanceImpactAssessment.includeSIA Boolean flag describing 
whether this technology has 
an impact assessment 
(Required only for new tech) 

boolean binary Required 

SurveillanceImpactAssessment.url URL of the surveillance 
impact assessment 

String default Optional 

Terms_of_use URL or text to the vendor’s or 
City’s terms of use of this 
technology 

String default Optional 

Privacy_policy URL or text to the vendor’s or 
City’s privacy policy of this 
technology 

String default Required 

Dependencies Description of who uses this 
technology 

String default Optional 

 

Data meta. 
Title Description Type Format Required 

DataID Data analysis unique ID index 
number 

String default Required 

Data_collected Schema or description of 
collected data. Use a data 
descriptor template. 

String default Required 

AccessToData List of entities accessing data 
collected by this technology in 
array form as "[stakeholder1, 
purpose],… " 

String default Required 

sensitiveData List of sensitive information, 
including private data, in the 
form: "[data description, 
protection description]". If 
some data type cannot be 
disclosed, use “undisclosed 
data, protection description” 

String default Optional 

dataStorage Array of where data is stored: 
["city | vendor name | third-
party name"], 

String default Optional 

Disclosures.dataAvailableForResale Boolean flag acknowledging 
data resale by vendor 

boolean binary Optional 

Disclosures.publiclyAccessible.access Boolean flag for publicly 
accessible data 

boolean binary Optional 
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Disclosures.publiclyAccessible.url URL where data can be accessed 
if available 

String default Optional 

Disclosures.availableToOtherPurposes Boolean flag acknowledging 
that data is available for other 
purposes 

boolean binary Optional 

retentionRegime.defaultRetentionTime Retention time String default Optional 

retentionRegime.exemptions Retention regime exemptions String default Optional 

dataProtection General description on how 
data is protected 

String default Optional 

 

Processing meta. 
Title Description Type Format Required 

ProcessingID Processing information 
unique ID index 

String default Required 

processingDescription General description of how 
data is processed 

String default Required 

processinghosting Options of how data is 
processed (array): "at the 
edge, cloud, on-premises 
server, local computer, 
remote device, etc." 

String default Optional 

Opensource. processingIsOpenSource Boolean flag to identify 
open-source code 

String default Optional 

Opensource. url open-source code URL String default Optional 

InformationProtection.privacyMeasures Array with a list of privacy 
protections in the form: 
["protection1", 
"protection2”…] 

String default Optional 

InformationProtection.data_deidentification Description of how data is 
de-identified or 
anonymized. 

String default Optional 

InformationProtection.cybersecurity Description of 
cybersecurity measures. 

String default Optional 

ArtificialIntelligence.useofAI Boolean flag 
acknowledging use of 
artificial intelligence. 

boolean binary Optional 

ArtificialIntelligence.description If AI is used, description of 
the type of applications of 
AI with this surveillance 
technology. 

String default Optional 

AlgorithmicImpactAssessment.IncludeAIS Boolean flag for the 
algorithmic impact 
assessment. 

String default Optional 

AlgorithmicImpactAssessment.url Algorithmic impact 
assessment url. 

String default Optional 
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Oversight meta. 
Title Description Type Format Required 

OversightID Oversight unique ID index String default Required 

Supervision.Monitoring Description of how technology 
is monitored. 

String default Required 

Supervision.performanceMeasures Array of performance 
measures 

String default Optional 

performanceMeasures.name Name of the performance 
measure 

String default Optional 

performanceMeasures.measuredescription Description of the 
performance measure 

String default Optional 

performanceMeasures.url URL of the performance 
measure 

String default Optional 

Supervision.typeofSupervision Description of actions for 
supervision of this technology 
from a list. 

String default Optional 

Approvals Array of Approvals. String default Optional 

Approvals.typeofApproval type of approval String default Optional 

Approvals.datefApproval Date of the approval String default Optional 

Approvals.descriptionApproval Description of the approval String default Optional 

Public.humanIntervensions Description of human 
intervention in processing, 
management, or oversight. 

String default Optional 

Public.publicInput Description of how the public 
can engage with this 
technology. 

String default Optional 

Public.objectprocedure Description of how the public 
can object the technology.  

String default Optional 

Compliance Array of types of compliance 
and certifications. 

String default Optional 

Compliance.typeOfCompliance Type of compliance from a list: 
law, regulation, policy, 
certification 

String default Optional 

Compliance.description description of the compliance. String default Optional 

Fiscal Array of fiscal costs String default Optional 

Fiscal.typeofFiscalInformation Fiscal costs attached to this 
technology. Pick from a list: 
operation cost, claims, 
installation, etc. 

String default Optional 

Fiscal.amount amount in US dollars String default Optional 

Fiscal.periodicity How periodic are these costs. 
Pick from a list: sole purchase, 
daily, monthly, annual, other 

String default Optional 

Fiscal.description Description of the fiscal item String default Optional 

Operation.DateofInitialOperation Date of start of operation String default Optional 

Operation.Task Description of the task: 
maintenance, upgrades, repair 

String default Optional 

Operation.dateTask Date of the task String default Optional 
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